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Closing the Digital
Verification Divide

INTRODUCTION

In the internet era, the digitization
of government is essential for the
efficient and fair provision of public
services. From faster access to
unemployment benefits and food
stamps to easier taxpayer retrieval
of IRS tax records, digitization

has the potential to make federal
and local government work better,
especially for lower-income
Americans who need its services the
most. Itis not an exaggeration to
say that “making government work
better” requires digitization.
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But successful digitization of government was
slowed until recently by several factors. First,
the “digital access divide” meant that many
low-income or rural Americans did not have
good enough quality Internet to seamlessly
make use of digital government services.' As

a result, digitization of government ran the

risk of widening existing inequities. Moreover,
government had to maintain non-digital legacy
systems as well as the new digital means of
access, driving up the expense of service delivery
and undercutting potential cost savings.

True, the original digital access divide has been
narrowing. Post-pandemic efforts to bring high-
speed broadband internet to everyone, such
as the BEAD program, are in the process of
successfully reducing the obstacles to access.?

However, government agencies face a more
subtle but pervasive issue — what we call the
“digital verification divide." Verification is the
process by which a user verifies that they are
who they say they are. Verification includes
identity proofing, in which an individual provides
sufficient information (e.g., identity history,
credentials, documents) to establish a trusted
identity online.® That's a prerequisite for higher
levels of authentication, which verifies the
identity of a user, process, or device, in order to
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allow access to more protected resources in an
information system.

The process of identity proofing and
authentication is especially important when
users are trying to tap into government systems
that contain sensitive personal data, such as
individual accounts at the Internal Revenue
Service (IRS), the Social Security Administration
(SSA), Federal Student Aid (.gov) or Veterans
Administration (VA). If government agencies
make verification too easy relative to the risk of
the transaction, then the wrong people can get
access to sensitive personal data. If agencies
make verification too hard relative to the risk of
the transaction, then it becomes more difficult for
constituents to prove their identity, unnecessarily
locking them out of services and data that they
are entitled to.

A “digital verification divide” is created by two
factors that make it harder for low-income and
other Americans with sparse document trails to
take advantage of digital government. One issue
is that low-income and marginalized Americans
are less likely to have bank accounts, mortgages,
passports, or any of the accumulation of
documentation that most people can use to
establish their identity and help authenticate
themselves for government systems.

The second issue in closing the digital
verification divide is that the use of biometrics
for identity verification has been mistakenly
conflated with the use of biometrics for
surveillance and law enforcement, which
poses a very different set of technological and
implementation challenges. A typical identity
verification system might use a face-matching
algorithm that does a “1 to 1" comparison
between an individual’s face and a particular
government-issued ID. A law enforcement
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application, by contrast, might use a facial
recognition algorithm that does a “1 to many”
comparison between an individual's face and a
database of millions of potential matches.

National Institute of Standards and Technology
(NIST) testing has shown a steady reduction

in the errors from the sort of face-matching
algorithms used for identity verification, with the
top-scoring ones performing consistently across
demographics. Nevertheless, the continuing
debate over the use of biometrics in situations
such as surveillance and law enforcement

has made policymakers reluctant to mandate
biometrics for identity verification.

Closing the digital verification divide should be
an important goal of policy, both for equity and
efficiency reasons. Enabling government to
interact digitally with all citizens in a safe way is
essential to move the government into the future.
Unfortunately, that progress has been slowed by
challenges facing “Login.gov," the widely-used
identity proofing and authentication system
originally launched by the General Services
Administration (GSA) in 2017. The GSA was faced
with conflicting demands: On the one hand,
guidelines issued by NIST required a physical or
biometric component to achieve a high level of
assurance needed by federal agencies to ensure
legitimate access to restricted information or
accounts requiring identity verification. On the
other hand, the GSA apparently felt pressure to
stay away from biometrics.

The result: the GSA ended up significantly
misrepresenting the capabilities of Login.gov to
the agencies using (and paying for) the system,
according to a report released in March 2023 by
the GSA Inspector General. GSA officials claimed
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that Login.gov met NIST guidelines which
required a physical or biometric component.
But “Login.gov has never included a physical

or biometric comparison for its customer
agencies,” according to the report, titled “GSA
Misled Customers on Login.gov's Compliance
with Digital Identity Standards.” Along the same
lines, the Treasury Inspector General for Tax
Administration came out in September 2023
with a report raising concerns about Login.gov's
ability to stop the types of fraud experienced

by the IRS and other government agencies

— though its deployment across agencies
continues to expand.®

This policy brief will examine new evidence about
how government agencies on the federal, state
and local levels can digitize without creating or
widening a digital verification divide. First, we
note that the digitization of government needs to
both boost efficiency and promote inclusion in
order to meet its goals. Second, the success of
digitization of government requires fair treatment
to all individuals who need to log on remotely to
public-facing government systems. In practice,
this may mean following NIST guidelines that
suggest providing an alternative video chat with
a “trusted referee” for anyone who chooses

and is verifying remotely. Finally, we conclude
that with the availability of “trusted referees” or

a similar alternative channel, biometric facial
verification using leading NIST-tested algorithms
can provide a high level of security and strong
performance, while closing the digital verification
divide.

In particular, an integrated system that includes
both biometric face matching and the ability

to verify users via alternative channels, such

as video chat or in-person, can produce better
access to digital government for low-income and
other Americans with sparse document trails
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while limiting fraud. By contrast, an approach
that relies only on online records is likely to be
both less secure and less inclusive.

Summarizing, this policy brief identifies and
names a major roadblock to digitization of
government on every level, and explains how
following the NIST guidelines helps overcome
those obstacles. Indeed, misguided opposition to
biometrics as part of a well-constructed digital
verification process has been slowing down
effective digitization, and widening the digital
verification divide.

BACKGROUND

Fundamentally, the process of remote digital
verification with a government agency starts
with the potential user producing existing
documents, such as a passport or driver's
license. But the question is how to accurately
verify online that these documents are not
fraudulent, and being offered up by the person
in question. This is also known as “identity
proofing.” In its Digital Identity Guidelines, NIST
wrote that:

Identity proofing is the process by which a
Credential Service Provider (CSP) collects
and verifies information about a person for
the purpose of issuing credentials to that
person.

Identity proofing of applicants without
requiring them to physically meet in person
with CSP personnel is an important but
challenging capability. It is important in
providing access to CSP services to a larger
portion of the population and in reducing
the costs to both the applicant and the

CSP. It is challenging because many of the
identity proofing methods available to the
CSP in a face-to-face interaction, such as
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detailed inspection of evidence documents,
are difficult to perform with comparable
security when conducted remotely.®

The NIST Guidelines went on to note the

need “to strike a pragmatic balance between
availability and convenient access to identity
proofing services and security of the associated
processes.”

Remote digital verification typically starts
with basic information such as birthdate,
Social Security number, or phone number.
Beyond those basics, there are four high-level
approaches to remote digital verification:

+ Passive profiling, which uses algorithmic
analysis of massive data sets acquired by
data brokers and credit bureaus, or scraped
from social media, often without the consent
or approval of users.”

* Knowledge-based verification (KBV), which
asks the applicant for information about their
background, with questions generated from
data compiled from public records and credit
history such as auto loan payment amounts.

Biometrics, which uses various algorithms
to match the face of the applicant with

the photo on official documents such as
passports or driver's licenses.

Digital interviews with “trusted referees”
who can examine documents remotely
against the interaction of the submitter and
verify identity.®

It's important to note that these approaches
have different plusses and minuses, depending
on whether they are used “stand-alone” or in
conjunction with each other.

Stand-alone passive profiling — without a
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biometric component or digital interview — is
relatively cheap and easy to implement, requiring
little interaction with the user. But it has several
downsides. First, it's harder for low-income and
marginalized individuals to be verified, because
they have less presence in the credit and other
databases being used, and less online visibility.
Second, passive profile verification often relies
on potentially erroneous information collected
without the knowledge or consent of the user.
That's a problem if the approach is being used
to control access to important government
services or if the agency needing verification is
concerned about end-user privacy.

Next consider stand-alone KBV, also without a
biometric component or digital interview. Like
passive profiling, it is highly scalable. But it is
generally accepted that KBV by itself is a weak
form of identity verification because of the easy
availability of personal data. Referring to KBV, the
Identity Management Institute writes that:

..this approach for identifying end users
is easily compromised and is no longer
considered a viable authentication method.

Whether it's based on a static model in
which users input answers to questions
during account creation or a dynamic
approach using random questions pulled
from a set of known data about a user,
[this approach] fails to provide the level of
protection necessary for modern systems
and networks.’°

The second downside of stand-alone KBV is
more subtle. One way to reduce fraud with KBV
is to ask more difficult and obscure questions.
But that discriminates against low-income and
marginalized Americans who may not have easy
access to the required documents.
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Biometrics, broadly speaking, represents a third
stand-alone approach to identity verification. For
example, an algorithm can be used to match the
face picture on an individual's driver's license,
passport, or other official ID to an immediate
video or photo (“selfie”) of that individual. That's
combined with a “liveness test,” so that it's
harder to fool the system with a picture of a face
or an Al-generated deepfake.

It's important to note that such a “facial
verification” process is much simpler and

less controversial than "facial recognition.”
Facial recognition technology, which is often
associated with law enforcement and border
control applications, starts with a single picture
of an unknown face and tries to find an individual
in a large database that's the closest fit. Facial
verification, by contrast, compares a known
individual's face with their own ID picture, a
simpler task, and one less subject to bias issues.

However, there are still two important downsides
to a stand-alone biometric approach. First,

even as face-matching algorithms improve for
all demographic groups, it is also possible that
some subpopulations (race, gender, age) may
see higher rates of false matches, meaning they
are matching when they should not be."® Second,
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some people still won't be comfortable with the
use of facial verification.

Finally, the fourth stand-alone approach to
remote digital identity verification would be
digital interviews with “trusted referees"—
another way of saying an interaction with a real
person. The NIST Guidelines note that “the use
of trusted referees is intended to assist in the
identity proofing and enrollment for populations
that.... would be challenged to perform identity
proofing and enrollment process requirements.""
Such populations include, but are not limited

to, disabled individuals, elderly individuals, and
unbanked individuals with little or no credit
history.

However, stand-alone digital interviews have the
downside of losing the benefits of automation
and economies of scale. Digital interviews are
therefore more expensive on a per-applicant
basis, and require detailed operational planning
to handle large volumes of users.
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TABLE 1: ADVANTAGES AND DISADVANTAGES OF FOUR APPROACHES TO STAND-ALONE VERIFICATION*

_ COST/ SCALABILITY m INCLUSIVITY BIAS

STAND-ALONE PASSIVE

PROFILING Highly scalable.

STAND-ALONE KNOWLEDGE-

BASED VERIFICATION Highly scalable.

Highly scalable,
except for people
without access to
current technology.

STAND-ALONE BIOMETRICS
(FACE MATCH WITH DOCUMENT
PLUS LIVENESS TEST)

STAND-ALONE “TRUSTED
REFEREE” (DIGITAL VIDEO
INTERVIEW)

More expensive on a
per applicant basis

Medium fraud
potential

High fraud potential

Harder for low-income and
other individuals with sparse
document trails to be verified

Harder for low-income and
other individuals with sparse
document trails to be verified

Concerns about biased

SO EINE algorithms
Able to handle individuals who
Low fraud have difficulty navigating online

*Assuming basic information such as birthdate or Social Security number

Source: Progressive Policy Institute

DIGITAL VERIFICATION DIVIDE IN STAND-ALONE
AND INTEGRATED SYSTEMS

How can we reduce the digital verification divide,
and make public-facing government IT systems
accessible and secure to all potential users?
Real-world examples suggest that passive
profiling effectively locks many people out.

Consider, for example, the process of individuals
getting verified for online access to their IRS
data, such as tax return transcripts. In 2016,

the IRS introduced its Secure Access system,
which relied mainly on passive profiling, based
on financial information from credit bureaus and
data brokers."? But the system didn't work well
for everyone. Overall, former IRS Commissioner
Charles Rettig testified to Senate appropriators
in 2022 that access rates for the IRS under its
former system without biometrics or trusted
referees were only 40%."®
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enrollment, or prefer not to.

In particular, passive profiling didn't work well
for Puerto Rico, a region with a high poverty
rate and low credit use."* According to Puerto
Rico's Resident Commissioner to Congress,
from 2016 to 2022, only 24% of Puerto Rican
taxpayers were able to verify their identities
using the IRS Secure Access system.!® But after
the IRS modernized its system to offer multiple
pathways to verification, access rates in Puerto
Rico jumped to 79% — a three-fold increase.’®

These figures point out the fundamental flaw
of an identity verification process based only
on passive profiling. The better alternative

is an integrated system that utilizes several
approaches to verification, as recommended by
the NIST Guidelines.

Let's start with the “trusted referee” channel.
While expensive to operate on a per-applicant
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basis, the “trusted referee” channel is essential
for closing the digital verification divide. Or, to
put it a different way, the manual component to
verification makes the automated components
fairer.

To show this, we use aggregated data provided
by ID.me, a leading identity verification firm,
based on its anonymized database of 66 million
verification attempts since 2018, primarily for
government agencies including but not limited
to Treasury, IRS, SSA, VA, HHS, and state
unemployment agencies.'” “Anonymized” means
that no demographic, income, or other personal
data was collected and retained. The only data
retained was the zip code and the result of the
verification attempt. These two pieces of data

were paired with zip code level demographic
data from the American Community Survey,
conducted annually by the Census Bureau.
This zip code level demographic data included
median income and the share of the population
in the zip code that was Black or African
American, Hispanic, Asian, or white.'®

ID.me's data set is broad enough to be roughly
representative of the U.S. population. Indeed,
when zip codes are stratified by income, we find
that the share of users closely matches the share
of the population (Figure 1). When stratified by
race or ethnic makeup, the match is not quite so
tight, but still very good.

FIGURE 1. ID.ME USERS VERSUS POPULATION, BY ZIP CODE STRATIFIED BY MEDIAN INCOME

B SHARE OF USERS B SHARE OF POPULATION

0.0%

200k+  150k- 125k- 100k- 75k- 60k- 50k- 45k- 40k- 35k- 30k- 25k- 20k- 20k or
200k+ 150k  125k+ 100k+  75k+ 60k+ 50k+ 45k+ 40k+ 45k+ 30k+ 25k+ less

Data: ID.me, Census
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The aggregate data allows us to compare the
performance of the trusted referee channel for
zip codes with low, medium, and high median
income. It turned out that the trusted referee
channel was much more important for low-
income zip codes.

For example, for applicants living in the highest
income zip codes, only 13% used the trusted
referee channel to get verified. For zip codes
with median income between $50,000 and
$60,000, 18% of applicants used the trusted
referee channel. For zip codes with a median

income between $30,000 and $35,000, 26% of
applicants used the trusted referee channel (see
Figure 2).

For applicants living in the lowest income zip
codes, as many as 60% relied on video interviews
with trusted referees. That means attempting to
do identity verification without a “trusted referee”
option or the equivalent is likely to be biased
against low-income users. This is extremely
important for government agencies in the
process of digitization.

FIGURE 2. SHARE OF APPLICANTS USING TRUSTED REFEREE BY ZIP CODE MEDIAN INCOME

200k+  150k-  125k-  100k- 75k- 60k-
200k+ 150k  125k+ 100k+  75k+

Data: ID.me, Census

BIOMETRICS

The next question: Does the use of biometrics
introduce bias into an integrated verification
process? Or, to put it another way, does the use
of biometrics help expand or close the digital
verification divide?

45k- 40k- 35k- 30k- 25k- 20k- 20k or
50k+ 45k+ 40k+ 45k+ 30k+ 25k+ less

ID.me’s data suggests that the appropriate

use of biometrics can help close the digital
verification divide, especially when combined
with digital interviews as needed. Following

NIST Guidelines, the biometric step consists of
checking someone’s face against the picture on
their driver's license, passport, or other official ID.
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That's combined with a “liveness test,” so that it's
harder to fool the system with a picture of a face.

The data shows very little variation in biometric
pass rates by income when used as part of an
integrated process (Figure 3). In other words,

roughly 98% of applicants from low-income
zip codes pass the biometric matching step,
compared to 99% of the applicants from high-
income zip codes. This suggests that in this
context, biometrics are not biased by income.

FIGURE 3. SELFIE MATCH PASS RATES, BY ZIP CODE STRATIFED BY MEDIAN INCOME

100.0%

90.0%

80.0% -

70.0% -

60.0% -

50.0% -

40.0% -

30.0%

20.0% -

10.0% -

0.0%

200k+

150k-
200k+

125k-
150k

100k-
125k+

75k-
100k+

60k-
75k+

Data: ID.me, Census

Equally important, biometrics show little bias
relative to race and ethnicity when used as

part of an integrated process. For example,
applicants from zip codes with a low percentage
of blacks or African Americans passed the

50k-
60k+
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45k-
50k+

40k-
45k+

35k-
40k+

30k-
45k+

25k-
30k+

20k-
25k+

20k or
less

biometric screening at a 98.6% rate, while
applicants from zip codes with a high percentage
of blacks or African Americans passed the
biometric screening at a 98% rate (Figure 4).
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FIGURE 4. SELFIE MATCH PASS RATES, BY ZIP CODE, STRATIFED BY SHARE OF POPULATION IDENTIFYING AS BLACK OR

AFRICAN AMERICAN

100.0%

98.6% 98.4% 98.3%

90.0%

98.0% 98.1% 98.0%

80.0%
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60.0%
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30.0%

20.0%

10.0%

0.0%

0-10 11-20 21-30 31-40

Data: ID.me, Census

Two points are important to emphasize here,
First, the data is analyzed on the zip code level
rather than the individual level. So conceivably,
an individual-level analysis might show more
bias. Second, the data were generated as part
of an integrated process with the option of
trusted referees. Taken together, these results
suggest that biometrics, as part of an integrated
verification process, helps narrow the digital
verification divide.

ONLINE RECORDS

The ID.me data also covers the use of online
records to assess identity. Once again, it must be
stressed that unlike stand-alone passive profiling
and KBV, these results represent the outcome of
an integrated verification process.
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Note that a significant share of the population
may not have access to the sort of financial
records used by identity verification. For
example, according to the FDIC, an estimated
4.5% of U.S. households (approximately 5.9
million) were “unbanked” in 2021, meaning
that no one in the household had a checking
or savings account at a bank or credit union.”
About 50 million Americans have thin, incorrect,
or unscorable credit, meaning they would have
trouble passing records-based checks.?°

How does that show up in the data? Applicants
from low-income zip codes have a much lower
pass rate from an online records check (Figure
5). Note that the data in this figure is the result of
an integrated verification process which includes
biometrics and a digital interview step, if needed.
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So as part of the integrated process, applicants By contrast, stand-alone passive profiling and

that fail the online records check can still be KBV have no safety net. Moreover, as noted

verified as part of the alternative channels. earlier, both passive profiling and KBV tend to
be biased against low-income or marginalized
applicants.

FIGURE 5. ONLINE RECORDS PASS RATE, BY ZIP CODE STRATIFIED BY MEDIAN INCOME

QL0

100.0%

96.4% M 96.1% [ 95.8% [l 95.4% W 94.3%
: <7 8 92.6% B 91.2% W 89.7% W 83.9% 9 9
80.0% - . W O6-77% 1 88.1% M 87.1% W

60.0% -
40.0% -
20.0% -

0.0%

200k+  150k-  12bk-  100k- 75k- 60k- 50k- 45k- 40k- 35k- 30k- 25k- 20k-  20kor
200k+ 150k  125k+ 100k+  75k+ 60k+ 50k+ 45k+ 40k+ 45k+ 30k+ 25k+ less

Data: ID.me, Census

CONCLUSIONS: CLOSING THE DIGITAL verification processes that are both secure and
VERIFICATION DIVIDE demonstrably inclusive.

Governments are faced with the mandate to
do more with less. The obvious solution is to
digitize expensive and slow legacy processes.
That, in turn, requires both investment in better
IT systems and the shift to online access for
constituents.

The analysis presented in this paper supports
these conclusions for closing the digital
verification divide.

1. The goals of inclusion and efficiency are

not in conflict.
This report focuses on a simple but often

overlooked step — identity verification of users,
who often come from low-income or other
groups who have sparse document trails.
Since users cannot get government services
without being verified, digitization requires

2. The success of digitization of government
requires fair treatment of all groups.
For remote verification, that may mean
providing an alternative video chat with a
“trusted referee” for anyone who chooses,
or the equivalent.
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3. Done well, biometric facial verification
using leading government-tested
algorithms can provide a high level of
security and strong performance, while
closing the digital verification divide.
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